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A system, method, and computer program 
product for allowing access to information, and 
more particularly to the enrollment and 
authentication of communication protocol- 
enabled clients for access to information, 
particularly confidential information, via the 
Internet is provided. The system includes client 
side components (210), a filter (206) coupled to 
the client side components and server side 
components (204) coupled to the filter (206). The 
client side components (210) include an 
authentication control component (208) that 
manages the process of capturing user 
credentials and communicates the result of the 
capturing process to the filter (206). The 
authentication server (202) receives the user 
credentials from the filter (206), attempts to 
authenticate the user by executing the user policy 
and communicates to the filter (206) whether the 
user is authenticated. 
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4 (rtua* yuyv— (r) *fj*9Y*7'<'7, m^-^Y^^-y, %^ 
h-^'Cfftz&m-r) &t;&nz>* y a-^/i4&^k^:/3 i 4i*. 

yA^^;m«ja=y h 3 1 8 fc*M-£Rffi J;t^/*fcWt»a*SrHftio 

1 4lcJ:^^fflL^J:O t S^^^^i:^S^n (r) t*^:*^ 

3 1811 ^>t°^-^y^ h ^^r^J:tK/^fcl^x--^^^^(-^^^yc 

[0 0 6 6] 

SUcO^Jfe^tC^o^T, 3 10il ra^t"^ — ^^a>/^ A^^c(* 

|^^nyt e a^-^^7A3 0 OJcn— Ki"££ ^ffifc-T 

EPROMtfcttPROM) ^Sit^BliSftttfettfcy-Jry h V? 
hV = Tis&xf7*— ^£y A— ^^Wi^-^-y h3 1 s^^^t 0 ^ — ^>:* 

7^30 0 tCte^-T^ w t &-*jm\ClrZ>fa<D V J»s<-7/1s##izl- V b 3 2 2 *5 
ilM^*— :7ai— * 3 2 0 iSr^#5 D 
[0 0 6 7] 

— ^ VX^i^3 0 0tt*fc. ilft-f y^-7x^7> 3 2 4tt*»5 
o iiffi-O^ — 7x- 73 2 4M£9. a^tTa— ^^tA3 0 0 
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WAtf. **s> h (R) K) . iifisK— K PCMC I A^ny h*5£ 
t«7— K#iWfc£o *3 2 4^U61^f^y7 

{00 6 8] 

* K9^f ^3 1 2i^>-X h— K^-* *5j;t«f#3 2 6*if 
[0 0 6 91 

fcitf/sfcttrft^^p 3 i oM*MA$fts. 2 4* 

n^-Mi* *fT£*L*fc* yDtyf3 0 4i^-^Ht, **W©«fB 

rA300 OfM«»Sr*-t- 0 
[0 0 7 0] 

|* y^j-f 3 12 £fctt:ii«>f — ^ 3 2 4 SrfflV^T ^yt^-^ 

v-^^^3oo(-^-Ki-5ct^ortg-cfo^ o mwtbm (V7h?xr) rt. 
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[00 7 1] 

1$£ffli£fttt««lH]3S (ASIC) ) Srfflt^*^— K^xT^fev^-c 
[0 0 7 2] 

[0 0 7 3] 

Co ^(otcib, *zf*?^? hmfaTrvyy&n&mtmMtehtDkte^x^^Zo 
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mm (OOPL) ifi&gbt£Z>. C + f^ctl/Sma 1 1 t a 1 k<D2ote^ 
tttttlcHttWttH"?*^ Pa s c a l©t^x^ h it ftJiS 
[0 0 7 4] 

[0 0 7 5] 

hl7— ^r— ^^^^icov^RWi-Si^BdSfoSo ^7^7V 
TV' h*fcf*f— US5*y h!7^7^r^f^rl?fc^ * 

77>f/K tVW*. affi^SmjsiT/SbJ-WcftMaiB^) SrU— ^ 
[0 0 7 6] 

^co^lc^LrMIBS^S^^^T^h/*— ^T-^^^^i* 
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[0 0 7 7] 

(D. ^Oxy^yjoi^-^) 
±S$bfcJ;5l^ II 2 <DHME*— 2 0 2 tt, *»W©xyi;yej!>5 0 
W<0|H««liSU:*5^T, CSfft-SrHfrTS) roxy^yit 

t^J:oTT^ir^$tt5^-^^*&^^ 0 fgHE*-/-<2 0 2 ^IMAiSftfcT* 
-*&*/S^fflfci-<5:fri5fc£ LTfi. SR^— *fc^— *;fej:u^>f 

u-^ h y o*^<Dv^THico^r^. ^^M+^ii^HdbP^o 9/2 6 4 

, 7 2 6-^:J3±t*#SMRSB0 9/5 1 7, 1 2 1 -^tC^^|2*^fc^ 0 
[0 0 7 8] 

»ffiE*— '*2 0 2 $ fitzm* Uy*— ? (D$L%k t , TK^^F^^ 

BBt-^ 2 0 2 SriUSBBK^SRKcifflVNa r. t <o0>^-m<DlMb\zo^X*> 

mmmo 9/517, 12 l-g-fct^ttftKttasfcSo me*— ^2 o 2*c»iws 

If ID. 3 y tV-^ I D^J;^^ !) y I D^*^ (f:/:L 

[0 0 7 9] 

?v>— M^j&^tu BSE*— ^2 0 2te*Mft$jT,5 0 f^i/-hil, 4*^<z> 

-*<£> r^:/j W^«4:Sr^2y^>'^S-fr5l!RJc:flavNfeJxS) SrJMfti-Sds 
[0 0 8 0] 

**Wco*«*tt, BSE*-'* 2 0 2 £oT^-* SrBBEi-S*iSfe*fc»*aS; 
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z&m-t st^fc 60 #389! laot^x. bti&mifttfL&£ftitijWr<oM»m 

&m?Z>t. OR;£$h ANDM, CONTINGENT*^ RANDOM 

$0 9/2 6 4, 7 2 6t*5j;t;*IBi»0 9/5 17 l 1 2 1 -g-fcBMWfclB 
[0 0 8 1] 

JB^b;ft5C£a^\> as»**e>;h,#*, RMS B«W*) dS^i-Of* 

[0 0 8 2) 

nfc—M(Dm—ffim^(DT t-tz> 1 o«±©^— if ^watt^a* 

*TU#£o ^Lt, HC^-V^^^T^y^r— S^a^ol^-C. !f£. 3 BE 
if tfsjgje tfcioa- if gq;^ t Sr, !f OffiE««^«>T * -fe*3&s» 

:/£ ruSR2 4 4 5 8^;V-^J ltjB]6t5:t35$t§So ££"0, *>5 
rL-if^ ruSR2 4 4 5 8^/j \CMltb*l,Z> t , t<D^—^^ 
W££&l&IE£Sitfct&(C) ruSR244 58^/U-yj Ul0rJg-*-£ft&<£>^.-- 
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[0 0 8 3] 
[0 0 8 4] 

fe«S;-C»J3Ui-5r idS-HjfiBfcftSo if I Die* 9, *»WSr*Jffi 

3 ^F^^tU^i^T. 1f<Z)ttIiE*5<fct*=i.— -tf©afi8SftOISo*3SM<o 
[0 0 8 5] 

(E. *»Wtc,t SRIEOBSO^V*— hW<0^ yt-S^7n-) 

hi *mw<Dnmi&m\cm^xv ^y?? v-? 2 1 2«:jbv*£^— if* 

1fi&sr^-fe^b«t 5 ttSir, SR^-— if«U SR.*-— 1fds»«^n -fe^oBJ I- 
Sftbfc r^-if-&j (£?ci*^-1f SrBWiJ"*-4tt*<^— tf I D 
) fcA^SJ^T^^bSttSo ^<£> rn.— if^Sj ft. 7n-7^110 

[0 0 8 6] 

7^/^ 2 0 611 r^x— if^j £r§ff-f-5 7n-7-<>l 1 0 4C/Tt 
«fc5fc. ISfiEf— ^ 2 0 2 <7)^— ^-<— ^Cim^ftTl^ r^-if^j 6Q^f£f 

*3j:^v^u-h (*fctt«flaEW«) &W&^tc\s^b<DW<D}) ?^*h%m 
HEif— ^2 0 2lc (i&HE^ V/K— h 2 0 4 ^tt) i£5 0 
[0 0 8 7] 
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BEE*— '< 2 0 2 H 7D-7^>1 1 O 6(C^i-J: 5 rrr^-^J 

isi^v^u- hSr»#U Btf»£;ft,fc r^—tf^&j *«f*5J:^v^u— h 
[0 0 8 8] 

yilOS f^i~J; 9 a.— ^fo«ffl|iEK««rS^"r S i 9 !f i£P?Ott>t* 
[0 0 8 9] 

^n— 1 1 O&XXfl 1 1 2\C^tl^fl,7jk~f£?\c^ WBEfBI 

« 3 >'#-*yh2 0 8tt:, 7 ^ /i>? 2 o 6 x z>v&xjt*»<r>mMk&mz> 9 7 4 

2 0 6 ft, ±IE»*SrWEf-— ^ 2 0 2 1:: (BKE^ >-<K— * ^ h 2 0 4 ^r^h 
[0 0 9 0] 

*<z>8L BttEU— ^2 0 2tt, ^-lF;5miS<5^T. ^s/^^^jHf»dSWJ£ 

i-T ^i?^i"^) 0 #5cBEd5i6MI*4i'&, :7n-^>f^l 106-1112M 
[00 9 1 ] 

S^^SrVJJti-^^, BEE^^— 2 0 411 7X1 — \ 1 1 4 \Z. 

7 JtVZ 2 O et-i^^i^/T^y ^—^2 1 4 — 9^ 

hit, a.— ifdi-teoy h ^H/cit^^T^ir^^-^r i:^fppJi-^ 0 

[0 0 9 2] 
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[0 0 9 3] 

£*b£ (one-t ime) /^!7- K4fcilP I NSr4fiEtT, ift- (« 

[0 0 9 4] 

Hl2$:#iLT, n.— iff*, 70-7-fyi 2 0 2^tJ;5^, — IhJcD^ 
fU/H£;»xa^;*!7— K*fcttP I NSr^/P* 2 0 6i^Wi-5 0 
[0 0 9 5] 

!7 -f 2 0 6 ii, ^u — ^^TVl 2 0 4i:,TfJ:9l-, ^^--^^r)— 
- [0 0 9 6] 

— m<n&fflM£fiZ>W&<ol&2k\Z. yu — y^i y i 2 o 6 IctfTX 5 t-^/i' 

[0 0 9 7] 
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iIE$iJ#pzi ^yf,—^^ h 2 0 8 Idtei^-t^o 
[0 0 9 8] 

BEfHW^VsK— *V h 2 0 8(2, yv — y^il/ 1 2 1 0 (C77^f J: 5 (C. #3? 
[0 0 9 9] 

P I J3j;imKteKo^TRWi-S. 
[0100] 

(G. ^JSW^^vaK---*^ hAP I*5j;t^a:9Rtt) 

^«3^5K— h be*— ^2 o 2^^7jmm^^— * 

£ 0 ^itkCD-Y ^ — ^3c— ^te, HTTP GET^fc(j:POST^^ 

METHOD HTTPMi 0 G E TSfcttP O S T"C& *9 #£ 0 

HEADERHTTP HTTP^y^, 7t^i/hM=io 

BODY HTTPy^x^h^o ^tJf-^, £fc 

<foobar> D^z/v^a ^CO^W^ 1/ h ^r^i" 0 
f oo | bar rf ooj OR TbarJ £r^i~o 
[0101] 

*— ^MayjK- *v K yj^z 2 o eds^tKSftr^y <^ — i ^3 y 
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TB a c k u s -N a u r FormJ (DM^MXh *) , Zfvsfy ^ is 

tO 1 0 2] 


<request> 
<fimction> ::== 
<parameter> ::= 
<identifier> 
<letter> 


<digit> 


<connector> ::- 


<fiinction> J <request><connector><request> 
<identifier> ({<parameter>}) 
<identifier> | <identifier> 
<letter> {<letter> | <digit>} 

A|B|C|D|E|F|GiHJIJJ|K!L|M| 
N|0|P|Q|R|S|T|U|V|W|X|Y|Z 

0|1{2|3|4|5|6|7|8|9 

AND | 
OR 
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[0 10 3] 

(H. *Sf§i) 

[mi] 

[12] 
[B3] 
[14] 
[H5A] 

[H5B] 
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IG9 6] 
[0 7] 

H7«u **WcoiSHi6JBIB^J:SBIiE«t6©c omm*7zS^? b<D?x? 

ims] 

[H9] 

mi o] 

[Ull] 

aim, *mw<oi mmmnicxox, v*7?9Wt:fcm\*x*-—if& 

[Hi 2J 

Hl2i4, #*W<ai^tt»JBte<J:o-c > V*??? 2 1 2 MLT^ 
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imi] 
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im2] 


S 


8 


n 

Hit 
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[12 3] 


V 


3^- ? VZ7A3OO 


V 


V 


V 





1- -7-9 7 















4v?-7*-3. SSI 









326 



328 
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[04] 



-43- 
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[05 B J 
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1 
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702 


704 


706 


Comm >(V V* 7 f- 1 J . 3£f J. l r: 


708 


710 


CO mm fy V» 7 h 3 . A »/7 - £\f V 


At, ^^VL 7 Mr- ta *y Vi 


712 


714 


I 


716 
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902 


904 


906 


V 3V Vi.7 F *C '7 7^7- f- 
V»7p (3- x «;7**f-'» J ',*C l *S''?* , -*-fc- 
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imi o] 


1002 7 



JMtitf* few. Wtfrti^Vi, 


1006 


-50- 


[011] 


CN| 

CD 
CM 


CO 



1 


Cvl 


XT* 
A** 


T 

CO 


CM 
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-4 


y SI 


cvi 


CNI 


5 


4 


~7 


CNI 

£3 


CN| 


CO 


air* 

•13- 


TO 

-1- ^ 
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CNI 

tit 
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